MID-MONTH MEETING

JANUARY 30, 2008

The Mid-Month Meeting of the Council of the County of Kaua‘l was called to
order by the Council Chair at the Council Chambers, Historic County
Building, 4396 Rice Street, Room 201, Lihu‘e, Kaua‘i, on Wednesday, January 30,
2008, at 9:08 a.m., after which the following members answered the call of the roll:

Honorable Bill “Kaipo” Asing, Council Chair
Honorable Tim Bynum

Honorable Jay Furfaro

Honorable Shaylene Iseri-Carvalho
Honorable Ronald Kouchi

Honorable Mel Rapozo

Honorable JoAnn A. Yukimura

Council Chair Asing: Before we start the meeting, I'd like to kind of set
things up so that we know where we’re going, and with that, I see some people here
for Nuhou Road. We are planning to take Nuhou Road after lunch. The reason for
that being I believe there was a request by one of the members of the public that
they wanted to bring some school children, and school would not be over I guess in
the morning. So we said we’re going to honor that, unless that has changed. I'm
going to suspend the rules now, because I see someone who may think that the
information that I have is erroneous.

There being no objections, the rules were suspended.

BONNIE LAKE: Actually it was Janice Bond that had asked that.
She had, I believe, spoken to Shay, and Shay had reiterated that request at the last
meeting. Janice Bond then sent us an email saying she was not going to be here
today... Oh, 'm sorry. I'm Bonnie Lake. ...that she was not going to be here today;
she’s at a meeting on O‘ahu, and that based on the comment that there had been
many emails asking to save the park, and that indeed this wasn’t an issue of saving
the park, it was an issue perhaps of re-orienting or reconfiguring the park, she had
second thoughts about having school children here. I believe she emailed Shay to
that effect. I got a copy of the email that she had forwarded to Shay saying that she
was not planning on having children here this afternoon. So I'm sorry. Somehow or
other I guess that information was not given to you. I didn’t send you an email,
because I felt it was Janice’s request and her request to not have children here after
all. So that’s our understanding, and she’s not going to be here today, and I don’t
believe she has children that are going to be here either.

Council Chair Asing: Okay.
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Ms. Yukimura: There are others, though, who got the last minute
notice yesterday afternoon, and they're not expecting it until noon now.

Ms. Lake: What we had heard yesterday was that request had
been made by one of the Councilmembers that it be heard in the morning, and
therefore, we emailed everybody that we have contact with to let them know that
we didn’t really when it was going to be heard, that it was very close to the end of
the agenda, but that there was also the possibility that it would be heard this
morning, which is why we have people here this morning. So we're trying to cover
all bases.

Council Chair Asing: It's unfortunate that, you know, I make a
commitment to a member of the public, and with that commitment, I plan to keep
that commitment, unless I get that directly from the person that made the request
that I honored. If you look at the record, you will find that I honored that request
that I will have it later in the afternoon.

Ms. Lake: Well, somehow or other, I guess I assumed that
perhaps Councilmember Shaylene Iseri-Carvalho might have shared that with you,
and that was an assumption that was incorrect on my part, and I'm sorry.

Council Chair Asing: That’s not a problem. Yes, go ahead.

Mr. Rapozo: I would suggest that...and I would agree that the
people that watch the TV show may not be on your email list...

Ms. Lake: Oh, I agree.

Mr. Rapozo: So there may be someone that is not aware. So

what I would suggest is we take the testimony from the people that are here, out of
order...] mean, you know, and then just take the public testimony, if they need to
leave, if they cannot wait until the afternoon, and then take up the item in the
afternoon for action.

Council Chair Asing: Okay, we can...

Mr. Rapozo: I don’t see that many people that are here that
would not be able to stay. I know some people are working and maybe took some
time off of work. (From the audience: I'll be back.) Oh, okay, that’s fine.

Council Chair Asing: Okay, thank you.

Mr. Rapozo: Thank you very much.

Council Chair Asing: Okay. I guess I'm going to have to apologize for the
mix-up, but I want to just say for the record that I wanted to honor my commitment
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on a request by a member of the public when I said that I would honor that request.
With that, Mr. Clerk, can we proceed?

APPROVAL OF AGENDA:

Mr. Rapozo moved for approval of the agenda as circulated, seconded by
Mr. Furfaro, and unanimously carried.

MINUTES of the following meetings of the Council:

Special Meeting of January 17, 2008
Public Hearing of January 17, 2008, re: Bill No. 2248
Public Hearing of January 23, 208, re: Bill No. 2249

Mr. Furfaro moved for approval of the Minutes as circulated, seconded by
Mr. Rapozo, and unanimously carried.

COMMUNICATIONS:

County Clerk Nakamura: At this time, there was a request to take up on
page 3 of the Council’s agenda, communication C-2008-23.

C 2008-23 Communication (08/04/2007) from Jay Furfaro, Finance/ Economic
Development Committee Chair, requesting agenda time for the Finance-
Information Technology Division to provide a progress report on their corrective
action and projected completion on Finding No. 3, Security Assessment Follow-up,
reporting in the Single Audit Report for Fiscal Year 2006-2007.

¢ Communication (01/14/2008) from the Director of Finance, regarding
the Single Audit Report Finding No. 3, and informing the Council that the IT

Security Committee has made recommendations that will involve a Security

audit of the County’s entire Information Security System, and that a contract

for Security Audit Services is currently being reviewed, with recommendation
of award forthcoming.

Council Chair Asing: What I'd like to do is suspend the rules, and we
have Erik here, and with that, I'm going to turn it over to Councilmember Furfaro.

There being no objections, the rules were suspended.

Mr. Furfaro: Thank you Mr. Chair. And first of all, I...before we
go forward, I would like to say this is the last calendared item regarding our audit
ending. I do want to thank Ernie from our staff for all of his work in putting the
schedule together, of course Mr. Rezentes and his staff, Clint Saiki in Public Works,
Ken in Housing, the engineering staff as we reviewed contract procedures, and now
we are with Mr. Knutzen on the IT particulars. I do want to point out that for all
intents and purposes, Mr. Knutzen has led the IT department and set up a security
assessment and strategies that would protect our IT source and informational
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technology. And the audit report indicates that that statement was made, and
therefore, we needed to have the appropriate follow-up. I would like to say that
some of the responses by Mr. Knutzen might reference limited information as there
is a world of hackers out there who would love to have access to some of our
information. But the audit question was about setting up the policies and
procedures. Mr. Knutzen, three years ago we had very limited policies and
procedures, and now as I've reviewed them, we have over 26 policy statements in
place, and on that note, I would ask you to report to the Council your progress,
which I want to give you a personal thanks in putting these plans in motion.
Mr. Knutzen.

ERIK KNUTZEN: Thank you Chair, Councilmembers. I have a
number of different items just for a few minutes to go through to give you an
orientation as to what this audit point is all about, and I begin with the background
and going to the budget the audit scope and the status and the next step. It takes
about three or four minutes. Is that within the realm of the time I have?

Mr. Furfaro: Yes, that’s your time. Go right ahead.

Mr. Knutzen: Very good. The background. As we know that
when we did our three-year plan, three and a half years ago, we recognized that
much of the work we wanted to do ourselves, and not use...

Council Chair Asing: Erik, I just... When you appear to be concerned
about time and the three minutes, you're not under that watch. You're a member of
the Administration. We expect you to report and give all of the information you
have available to the Council so we can make decisions. So you are not under those
time constraints. You have all the time that you need, that you require, to give us a
full and good accurate report. So I want to get that out to the public and yourself so
that we're clear on the so-called ground rules. With that, thank you.

Mr. Knutzen: Thank you, Chair. Actually, I feel very happy to
hear that, because then I can be a little bit more structured in my presentation to
you. We know that it was almost five years ago when we recognized we needed a
long term plan, and we started the plan, and we concluded three and a half years
ago approximately; we concluded our three year plan for the County as a whole.
Usually our plans are five years, but given the dynamic nature of IT and all the
changes and constant new technologies and work processes and supportive IT that
were coming out, we recognized and respected that we needed to have a three-year
plan and update it every three years. You may also know that we’re...actually, we
finalized our draft of recent...our new three-year plan, and the Administration is
reviewing it right now and will come to you very soon.

But in that three-year plan, three and a half years ago or so, we recognized
that much of the work we could do ourselves. We should in-source instead of using
IT consultants for the improvements we wanted to do in our IT infrastructure to
become more effective in our service to our people of Kaua‘i, and everything except
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for one major area we recognized should be in-sourced where we can, where we have
the competence, we can train, and so forth, and that was security. The reason why
we left that out and didn’t want to conduct the security audit and review across the
County of Kaua'i is simply because we knew that outsiders, experts, can come in
during a number of weeks and product an analysis which is beyond what we can,
and also because that’s their job. They’re experts at it; they constantly on a daily
basis are aware of what new viruses and hacker methods are coming up, and
recognizing that in the three year plan, we said we must have a security audit. So
we conducted a security audit a number of years back, and we went through bidding
process, an RFP actually, and there were responses and we selected an entity to
come in to do that audit, and it was really healthy. We were...it was confirmed or
affirmed that a lot of our different support or protection mechanisms are
functioning well. Some of the things were identified that we need to get better at is
our policies and procedures in a broad spectrum. I'd like to get into some of the
details, but I can’t because we're in a public forum, and I wouldn’t want to expose
some of the weaknesses we had in the past or are currently addressing, but I will
generally describe what we've done.

Years ago we had no formal policies and procedures, such as password
changes. Some of those generic things you would expect, we just didn’t have. Over
the years developing this, we decided to use the ISO 9001 standard, the
international standard, that gives us a template for developing these policies and
procedures that requires not only that it’s developed and reviewed by someone else
and a third party signs, a person of authority, in this case the IT steering committee
approves these policies. And we put these in place over the years past, but we knew
that we needed to have an update audit. We should have, and it’s actually
ourselves that self-imposed this that to be healthy and make sure that your data,
and I should recognize you as Councilmembers, and the Chair, for putting your time
and focus on the IT audit, because our data is perhaps one of our most important
assets for the County of Kaua‘, our data itself. Should that be exposed, penetrated,
or whatever, used or corrupted, then we would have an issue. So we’re very aware
that the data that we’re all protecting is important. So we’ve moved towards a
second audit coming in. We have a budget here for $35,000 and we’ve had gone
through a bidding process, and we now are at the step where we have in the audit
scope that we identified through the bidding process, an external and internal
audit. We've got a... Looking at the environment itself, we actually...one of the
aspects is getting a motivated professional hacker to hack our systems externally
and internally, and expose us as best as they can. And in addressing those issues or
exposures, we then go in with action plans.

With that scope in mind, we had a number of different bids. It’s
unfortunately is very competitive bidding process, which is perfect, because we can
get the best out there. A selection has been preliminary made, and a draft contract
submitted to the County Attorneys, and on Tuesday, that’s yesterday, the latest
word is that we expect to have that return from County Attorneys next week so we
can finalize that contract and provide a recommendation to award to Purchasing,



